Republic of the Philippines
Province of Pampanga
Bids and Awards Committee
Provincial Capitol, City of San Fernando, (P) / (045) 435-5901

P.R. No./Date/End User: 23-3210 / 08-15-2023 / GO
Purpose: Cloud Based Web Server for MIS Office use.

REQ No. 230796

SEP 15 2999

REQUEST FOR QUOTATION

Company Name:

Address:

Tel. No. :

Please quote your lowest price for the requirements listed hereunder subject to the Terms an
and submit to this Office duly signed by you or your representative not later than

APPROVED BUDGET FOR
THE CONTRACT (ABC):
PhP 842,400.00

‘%%nditions stated below
oLty 19 2003

TERMS AND CONDITIONS:

¢ All quotations may be typewritten or handwritten,
placed in a sealed envelope.

¢ All quotations shall be valid for one hundred twenty
(120) calendar days from the deadline of the
submission of the same.

e Any erasures or overwriting shall be valid only if they
are signed or initialed by the supplier or its authorized
representative.

e  Interested suppliers are required to submit their valid
current Mayor's Permit, PhilGEPS Registration
Number, and Income/BIR Tax Return (for ARCs
ahove P500,000.00) upon submission of quotation. In
lieu of the Mayor's Permit and Phil GEPS Registration
Number, the PhilGEPS Certificate of Platinum
Membership may be submitted. For new businesses,

submit the BIR Certificate of Registration in lieu of
the ITR.

The applicable rate for late deliveries is one tenth
(1/10) of one percent (1%) of the cost of the
unperformed portion for everyclay of delay.

The Provincial Government of Pampanga reserves the
right to accept or reject any quotation, and to annul
the procurement process und reject all quotations at
any time prior to contract award, without thereby
incurring any liability to the affected supplier/s.

The PGP also reserves the right to waive any required
formality in the proposals received, and select the
proposal which it determine to be the most
advantageous to the government,

Item

No. | Quantity | Unit Item Description Price

Unit

Total
Price

I 1 lot | Cloud-Based Web Server

-payable monthly for 12 months

Scope of Work:

Inclusions:

-Cloud server services creation and operating system installation

for 1 instance

-Assignment of 1 IP Address

-24x7 Helpdesk Support (Phone and email)

-Installation of Endpoint Advance Security for 1 Virtual machine

~-Cloud System Operations

-Installment of Multi Threat Secure

Technical Requirements:

The Cloud Infrastructure must satisfy the following minimum

requirement:
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Locally Hosted Cloud Infrastructure:

a. Infrastructure must be located in-country

b. Infrastructure must be hosted in a Data Center with the

following certifications:

-TIA-942 Rated 3 Facility Certified

-ISO 9001:2015-Quality Management System

-ISO 14001:2105-Environmental Quality System

-ISO 20000-1:2018-IT Service Management System

[afa e lele Fat I, .

-1S0 22301:2019 - Business Continuity Management Systeim

-ISO 27001:2013 - Information Security Management System

-ISO 50001:2018 - Energy Management System

¢. Infrastructure must be able to accommodate the following

resources:

-Linux (Ubuntu 20.04-LTS), 4vCPU/at least 8GB RAM Virtual

Machine, at least 256GB OS Disk, at least 512GB Data Disk

Network Services:
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b. Provisioning of 20Mbps Dedicated Bandwidth

Security Services:

a. Installation of Endpoint Advance Security for 1 VM

b. Multi-Threat Secure with (4 vCPU)(s), 14GB RAM) x 730 hours;

Linux-CentOS; Pay as you go; 1 64 GB HDD

e Virtual Firewall

-Next Generation Firewall — up to 1000mbps throughput

-] ln to1 nnn Site-to- Sita VPN ran:hllnh/

-Up to 500 client VPN tunnels

-Intrusion Prevention (IPS)

-Malware sandboxing for zero-day threats

-Gateway antivirus and anti-spyware (blocking of viruses from

incoming traffic at the gateway, not endpoint level)

-URL and DNS filtering

-Application filtering

e Managed Security Services

-Initial Tnstallation and Configuration on Azure

-24 x 7 Remote technical support via phone, e-mail, chat

-Firewall monitoring in case of security events and high

utilization.

-Monthly report generation

-Management of firewall policies as devised by customer.

Cloud System Operations

a. Virtual Machine Creation deletion, Size Modification, Clone

Creation, Image Creation, Disk Snapshot Creation, VM Start/

restart/stop.
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b. Containers Resource Provisioning

¢. Setup MS SQL and SQL Server Management Studio, SQL Server

Custom Installation

d. Daily Monitoring of Server Resources and Services

(Server Status ~ CPU, Memory, Disk, Network, SQL Instance

Status, Task and SQL Jobs Status, Event Logs/Error Logs

e. Daily Database Back-up and Restore Management

f. Storage Account Creation, Creation of Blob Storage, Modification

NE Ol e o At ol Tilam 3o -~ v
Of Storage, Deletion of Files in Storage

Installation of Multi Threat Secure

g. IP Address Management

h. Storage Account Creation, Blob Creation, Queue Creation,

Table creation, Setup Storage Explorer

Professional Services:

a. Implementation and Project Management

b. Phone/Email Support (24/7 call and email support)

Service Level Agreement

Robust and Scalable enterprise-grade virtual infrastructure design

With built-in High Availability and a 99.9% SLA

Qualification Requirements:

1. The supplier must provide a certificate stating that their company

is a legitimate “Cloud Solution Provider Partner” and is authorized

to resell, distribute, or market products within the Asia Pacific

tarritory
LCIritery.

2. Supplier must have at least five (5) Certified Cloud Architects/

Engineers of the provided cloud solution.
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Total Lot Price

Note: The winning supplier shall submit a duly signed and notarized Omnibus Sworn Statement prior to notice of
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THE BIDS AWARDS COMMITTEE:

Having carefully read and accepted your Terms and Conditions, including the technical specifications, I/We offer to
supply/deliver the item/s as noted above.

Suppliei’s authorized representative signatuie over pirinted naime BAC Canvassci
Designation:
Contact No.:
Email Address.:
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